RMERPHIS.

AGENDA

Cybersecurity for Critical Infrastructure Workshop

Time
12:00 — 12:10 pm

12:10 - 12:25 pm

12:25-12:50 pm

12:50 - 1:00 pm

1:00 — 1:45 pm

1:45 - 2:00 pm

2:00 — 2:55 pm

3:00 — 3:10 pm

Date: April 1, 2022
12:00 pm - 5:00 pm

Event
Welcome Remarks - Dr. Jim McGinnis
Participants Introduction

Discussion on Current State of Cybersecurity
Dr. Dasgupta

Case Studies Review
Hampton Roads Sanitation / SolarWinds -
(Dr. J. McGinnis/Nathan Seymour)

Break

Mac McMiillan, Lt. Col. (Ret.) (CEO/Founder of
CynergisTek, Inc.)

Infrastructure Under Attack: Weaponizing Cyber For Strategic Or
Tactical Advantage

Break

Guest Speaker, Dr Csilla Farkas - U. of South Carolina
Cyber-Risk Assessment — a Data-driven View

Break



3:10 - 4:50 pm

(3:35 — 4:10)

4:50- 5:00 pm

Infrastructure
Social Engineering, Remote Access,

Work From Home - Dr. McGinnis

*Remediations
Guest Speaker — Jeremy Bake, FBI Memphis Field Office

Defense in Depth - Dr. Dasgupta
Zero Trust Model - Nathan Seymour
Penetration Testing Demo - Cody Seymour

Questions and Answers / Closing Remark (Dr. Dasgupta)



